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The Cyber security and crim€ Act, 2021. short tid€

Being an Act to provide for the effective, unificd aad
comprehensive legal, regulatory aod institutiooal fraDework for the
prohibition, prevertion, detection, prosecution ard puDishment of
cybercriBcs; preveolioo of tbe .busivc ute of computer system!; to
provide for the estsblkhmetrt of structure! to promote cybersccurity
ard c8p8.ity buildirg; to provide for the timely .nd .ffectiye collection
ofelectronir evidence for the purpose of irvcstigalioD arld prosecution
of cybercrime; to provide for th. protection of Critical National
hformation Infrastructure arrd the protectioo of compute. systemg
ard networks, electronic communicatiotrs, drta rnd computer
programs, intellectusl property atrd priyacy rights to provide for
fscilitstioo of internrtioml cooperaliol in dealing with cybe.crime
Drtters and to provid€ for other relsted m8tters.

tl
Ex,lcrm by the President and Members ofParliament in this

prese[t Parliament assembled.

Date of com-
mencement.

@
2021
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PART I - PRELIMINARY

lfiterpretation l. tn this Act, unless the contrary intention appea$ -

"Attom€y General" means The Attorn€y-General and
Minister of Justice established under the
Constitution;

"authorised person" means a member ofthe National
Cyber Security Coordination Center or a person

mandated by iL inyolv in the prohibition. prevention.

elemination or combating ofComputer crimes and

Cyier Securiry threats.

"computer data" means any representation of facts,
information or concepts in a form suitable for
processing in a computer system, including a prcgtam
suilabl€ to cause a computer system to perform a
function;

"computer data storage medium" means any device,
physical or virtual, conlaining or designed to
contain, or enabling or designed to enable storage
ofdat4 whetber available in a single or distribuled
forrn for use by a computer;

"computer system" means any physical or virtual
device, or any set of associated physical or virtual
devices; or a group of interconnected or related
devices, one or more ofwhich, pursuant to a prcgrrm,
performs automatic processing of data at least one
ofwhich use electronic, magnetic, optical or other
technologr, to perform logical arithmetic storage and

data or which perform control functions on physical
or virf,ral devices including mobile devices and
reference to a computer system includes a reference
to part of a computer system;

No.7
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"crime against humanity" includes any ofthe following
acts committed as part of a widespread or systemal.ic

attack directed against any civilian population, r ,ith

knowledge of the attack: murders. extermination,
enslavement, deportation or forcible transfer of
population, imprisonment, torture rape, sexual
slavery,, enforced prostitution, forced pregnancy,

enforced sterilisation or any other form of sexual
violence of comparable gravity, persecution agaiost
an identifiable goup on political, racial, national,
ethnic, cultural, religious or gender grounds, enforced
disappearance of persons, the crime of apanhcid,
other inhumane acts ofsimilar character intentionally
causing great suffering or serious bodily or mental
itliury;

"Critical National Iniormation Infiastructure" means

computer systems that are necessary for the
continuous delivery ofessential services that Sierra
Leone relies on. lhe loss or compromiie of rvhich

will lead to a debilitating impact on-

(a) the security, defence or intemational relations
of Siena kone;

O) the existence or identity of a confidential
source of information relating to the
enforcement ofthe criminal law;

(c) the provision of services directly related to
communications- infrastructure, banling and
financial services, public utilities, public
trarxportation or publickey infrastructure; or

(d) the protection of public safety including
system related to essential emergency
services;
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"Cybemtalking" is when a person intentionally initiate
communications or a cou.rse ofcoDduct directed at a
specific person or persons with the intent to coerce,
intimidate, harass, or cause emotional distress.;

"Cybersquatting" means the acquisition ofa domain
nafle over the intemet in bad faith to profit, mislead,
destroy reputation, and deprive olhers f.om
registering the same, if such a domatn is;

O Similar, identical, or confirsingly similar
to an existing hademark registered with
the appropriate govemment agency at
the time of the domain name
registration;

(r) Identical or in any way simitar with the
name of a person other than the
registrant, in case of a personal name;
and

(if Acquired without right or with
intellectual property inter€sts in it;

"data" means representations of information or of
concepts that are being prepared or have been
pfepared in a form suitable for use in a computer;

"database" means digitally organized coliection ofdata
for one or more purposes which allows easy access,

management and update of data;

"device" means any object orequipmentlhat has b€en

des igned to do a padicularjob or whose mechanical
or electrical workings are controlled or monitored by
a microprocessor;

"eleckonic communication'' means communicalions in
electronic format, instant messages, short message
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service (SMS), e-mail, videq voicemails, multimedia
message service (MMS), Fax" and pager;

"enforcement officer" means an officer in a law
enforcement agency trained in cyber security work
designated or authorised to carryout functions
including for the pu$roses of Part lV of this Act;

"exfiadite" means the legal obligation ofstates under
public intemational law to handover persons who
commit intemational crimes to a foreign state for
indictrnent, prosecution or imprisonment.

"encrypted data" means data which has been
transformed from its plain text version to an
unintelligible format, regardless of the technique
utilised for such transformation and irrespective of
the medium in which such data occurs or can be

found, for the purposes ofprotecting the content of
such data;

"false news" means incorrect deceptive information
or propagand4 misinformation or hoaxes deliberately
spread undcr the guise ofbeing authentic ne.xs via
haditional print and broadcast news media or online
social media witten and published with the intentto
mislead for gains;

"Financial Institution" means any individual, body,
association or group of persons, whether corporate
or unincolporated which carries on the business of
inveshnent and securities, a discounthouse, finance
company and money brokerage whose principal
object includes factoring project financing
equipment leasing, debt administration, fund
management, private ledger services, investment
management, local purchase order financin& export
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finance, project consultancy, financial consultancy,
pension fund management, insurance institutions,
debt factorization and conversion firms, dealer,
clearirg and settlement companies, legal
practitioners, hotels, casinos, bureau de change,
supermarkets and such other businesses as the
Central Bank or appropriate regulatory authorities
may, from time to time, designate;

"Financial Transaction" means a ransaction which in
any way involves movement of funds by wire or
other electronic means; involving one or more
monetary instruments; or the transfer oftille to any
real or personal property;

"function" means logic, control, arithmetic, deletion,
storage, retrieval and communication or
telecommunication to or fiom, or within a computer;

"genocide" means any ofthe following acts committed
with intent to destroy in whole or in part, a national,
ethnic, racial or religious group as such: killing
members ofthe group, deliberately inflicting on the
group conditions oflife calculated to bring about its
physical destruction in u'hole or in part, imposing
measures intendcd to prevent births within th€
group; forcibly transfening children ofthe group to
another group;

"identity theft" means the stealing of somebociy else

personal identiling information and preteflds to be

that person in order to commit fraud orto gain other
financial benefits such as making unauthorised
transactions or purchases.

"interference" means any impairment to the
confidentiality, integrity or availabiliq ofa computer

system, or any program or data on a compuler slstem,
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or any act in relation to a computer system which
impairs the opcration of the computer system.
program, or data;

"law enforcement agencies" means any agency for
the tirne being responsible for implementation and
enforcement ofthe provisions of this Act;

"Minister'' means the Minister responsible for
lnformation and Communications;

"modification" means in relation to a computer syst€r\
program or data, the alteration or modification with
resp€ct to the contents of a computer system by
the operation of a function of the computer system
or any other computer if;

(a) a program or data held in the computer system
is altered or erased;

(b) a program or data is added to its contents; or

and any act which contributes towards causing such

aheration or modification shall be deemed to have
caused it;

"password" means any data by which a computer
service or a computer system is capable of being
obtained or used;

"person" includes a natual person, a corporation,
company, parhership, hrm, association or societies;

"Phishing" means the criminal and &audulent process

(c) an act occurs which impairs the normal
operation of a computer system,
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of acquiring or attempting to acquire sensitive
information such as usemames, pilsswotds and credit
card details, by masquerading as an authentic entity
in an elechonic comnunication through emails,
telephone or text message asking a user to change
his or her password or reveal his or her identity so

that such information can later be used to de&aud
the user;

"plain text" means original data before it has been
transformed into an unintelligible format.

"plain text version" means original data before it has

been transformed into an unintelligible format.

"pornography" means the representation in books,
magirzines, photographs, films, and other media,
telecommunication apparatus of scenes of sexual
behavior that are erotic or lewd and are designed to
arouse sexual interest;

"premises" means land, buildings, movable structures,
a physical or virtual space in which data is maintained,
managed, backed up remotely and made available to
usets over a network, vehicles, vessels or aircraft;

"President" means the President of the Republic of
Sierra Leone as established by the Constitution.

"progmm or computer program" means computer data
representing instructions or statements that, when
executed in a computer system, catses the computer
system to perform a f,rnction;

"prosecute" means the legal obligation ofstates under
public intemational law to prosecute persons who
corunit intemational crimes where no other state

has requested extradition;
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"racist or xenophobic material" meirns any writt€n or
printed material, any image or any other
representation ofideas or theories, which advocates,
promotes or incites hated, discrimination or violence

against any individual or group of individuals, based

on race, colour, descent or national or ethnic origin,
as well as religion if used as a pretext for any of
these factors.

"Requested State" meaos a state being requested to
provide legal assistance under the terms ofthis Act;

"Requesting State" means a state requesting for legal
assistance and may for the purposes of this Act
include an intemational entity to which Sierra Leone
is obligated:

"service provider" means a public or private entity
that provides to users of its services the means to
communicate by use ofacomputer system including
any other entity that processes or stotes computer
data on behalfofthal entity or its users;

"seize" with respect to a program or data be defined to
include:

(a) secure a computer system or part of it or a
device;

O) make and retain a digital image or secure a

copy ofany program or data, including using
an on-site equipment;

(c) render the computer system inaccessible;

(d) remove data in the accessed computer system;
or

(e) obtain output ofdata from a computer systeml
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"Sexually explicit conduct" includes at leasl the
following real or simulaled acts done with iotent to
exploit a child-

(a) sexual intercourse, including genital-genital,
oral-genita[, anal-genital or oral-anal,
involving a child, or behreen an adult and a
child, ofthe same or opposite sex;

(b)

(c)

(d)

bestialityi

masturbationi

sadistic or masochistic abuse in a sexual
contexq or

(e) lascivious exhibition ofdre genitals ol the pubic
area ofa child. It is not relevant wtiether the
conduct depicted is real or simulated;

"Spamming" means deliberate abuse of electronic
messaging systems to ind iscrim in ate ly send
unsolicited bulk messages to individuals and
corporate organizations;

"subscriber information" means any information
contained in the form ofdata or any form lhat is held

by a service provider, relating to subscribers of its
services, other tlan traffic data or content data, by

. which can be estabiished-

(a) the O?e ofconmunication service used, the
technical provisions taken thereto and the
period ofservice;

(b) the subscriber's identity, postal, geogmphic,
electronic mail address, telephone and other



No. 7 The Cyber Security dnd Crime Act 1l

access number, billing and payment
information available on the basis ofa service
agreement or anangement: or

(c) any other information on the site of an
installation of communication equipment
available on the basis ofa service agreement
or anangement;

"ftaffic data" means computer data relating to a

communication by means of a computer system,
generated by a computer system that formed a part
in the chain of communication, indicating the
communjcation's origin, destination, route, time,
date, size, duration or the aype ofunderlying service;

"unauthorised" means access of any kind, 1o a
computer system, program or data, by a person who-

(a) is not entitled to access that computer system,
program or data; and

(b) does not have or exceeds the level of
authorisation consented to by the person
entitled to grant such consent, for the
particular kind or typre ofaccess with respect
to that computer system, program or data:

Provided that any act or access in exercise ofpowers
under this Act shall not be deemed to be
unauthorised.

202t
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Establishment
of the
National
Computer
Sectllity
lncidencc
Rcsponse
Coordination
Centre

PART IIADMINISTRATION AND COORDINAIION

2. (l) There is established a National Computer Security
Incidence Response Coordination Cenue responsible for managilg
cyber security incindences in Sierra Leone, headed by the National
Cyber Secwity Coordinator, who subject to the approval ofParliament
shall be appointed by the President on the recommendation of the
M inister

(2) The Narional Cybersecurity Coordinator shall hold
omce for a term of (5) yea$ and is eligible for reappointment for
another term of (5) years only.

(3) A person shall not be appointed National Cyber
Security Coordinator unless that person has relavant knolvledge,
qualification and expertise in either Computer Science, Information
Technology, Cyber Security or lnformation Security and related
matters of at least ( I 0) yearc and is a person of proven integriry

(4) The National Cybersecurity Coordinator shall cease

to hold office on any ofthe following grounds:

(a) for his or her inability to perform the
firnctions ofthe office by reason of infirmity
of mind or body;

(b)

(c)

(d)

fo, proven misconduct;

if he becomes bankrupt or insolvent;

if he is convicted and sentenced for an
offence involving fraud or dishonesty;

(e) if he resigns his oflice by *ritten notice to
the minister; or

(0 at the expiration ofhis term ofofice

Functions and 3. The National Computer Security lncidence Response
Pow€,rs of the Coordination Center shall be responsible for cyber security issues
Center.

under thls Act mcludlng:
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(a) provision of support to computer systems
and networks in preventing and combating
cybercrime in Sierra t one;

@) formulation and implementation of national
cyber security policy and cyber security
strategY;

(c) overseeing of the numagement of computer
forensic laboratories;

(d) provision of support lo the Judiciary and
other law enforcemetrt agencies in the
discharge of their finctions in relation to
cybercrime in Sierra Leone;

(e) promotion of Sierra l-eone's involvement iu
international cyber security cooperation; and

(D doing such other acts or things that are
trecessary for fie effective performance of
the firnctions of the relevant security 8nd
enforcement agencies under this Act.

4. (l) There is established, a National Cybersecurity
Advisory Council comprising the Vice President as Chairman and

the following other members-

(a) the Minister of Finance;

@) the Aaomey-General and Minister of Justice;

(c) the Minister of Intemal Affairs;

(O the Minister of Foreign Affairs and
lntemational Cooperation ;

(e) the National Secwity Coordinator, offce of
National Security;

Estrblishmenl
of the
N.tional
Cyb€rsccurity
AdYisory
Council.
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(0 the Director{eneral, Central lntelligence and

Security Unit;

(g) the ChiefofDefence Stafl Republic ofsiera
Leone Armed Forces;

(h) the lnspector-General, Sierra Leone Police;

(i) the Dkector-General, National Telecomm-
unications Commission;

0) the GoYemor, Bank ofSierra Leone;

ft) the National Cyber Security Coordinator as

Secretar.v

(D the Director General Financial Intelligence
Unit

(m) the Minister of Information and
Communications.

(n) a barister and solicitor ofover l5 years post
enrolinenl at the bar nominated by the Sierra
Leone Bar Association, appointed by the
President.

(2) A membe ofthe Council shall cease to hold ofrice if-

(a) he ceases to hold the office on the basis of
which he became a member ofthe Council; or

(b) the member listed in paragraph (n) ofclause
4 (l ) shall cease to hold offrce only for sAted
misconduct or infirmity ofbody or mind for a

temr of3 years which said term may where
the President deems fit be renewed for a

further tenn of 3 years without any further
renewal.
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(3) The meeting ofthe Council shall be presided over by
the Vice hesident and the Council shall rneet, at least, 4 times a year.

5, (1) The Council shall- Functions aod
Powars of thc

(a) provide strategic teadership, oversight ard council

guidance on implemcntation and develo-
pment of national cyber security legal
framework in Sierra l-eone is order to ensure
that-

([) Sierra Leone's cybercrime policies and
laws are in conformity widr regional and
intemational standards;

(D there is maintenance of international
coopention requircd for preventing and
combating cybercrimes and promoting
cybersecurity; and

(iif effective prosecution of cybercrimes
and cyber security matters.

O) make rccommendation to Government on
issues relatiDg to the prevention and
combating ofcybercrime and the promotion
of cyber security in Sierra Leone;

(c) provide general policy guidelines for the
implementation of this Acq and

(d) promote the development of educaiional
programs and research in cyber security
defences, techniques and processes.

(2) The Council shall have power to regulate its
proceedings and make standing orders with respect to the holding of
its meetings, notices to be given, the keeping of minutes of its
proceedings and such others matters as Council may &om time to
time determine. ,
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Eslabli shrner t
of National
Cyberse.urity
Fund.

6. (l) There is established a ftmd which shall be known as

the National Cyber Security Fund.

(2) There shall be paid and credited into the Fund
established under subsection ( I ) and domiciled in the Cenhal Bank
of Sierra kone -

(a) grants-in-aid and assistance from donor,
bilateral andmultilateral agencies;

O) all other sums accruing to the Fund by way
of gifts, endowments, bequests or other
voluntary contributions by persons and
organisations:

Provided that the terms and conditions attached to such gifts,
endowments, bequests or contributions will not jeopardize tbe
ftrnctions ofthe Council; and

(c) allocarion from the consolidated fund;

(d) all other monies or assets that may, tom time
to time accrue to the Fund.

(3) An amount not exceeding 30 percent ofltre Fund
may be allocated for programs relating to public education and
awareness raising on cyber security issues.

( ) (i) The office of the National Computer Security
Incidence Response Coordination Centre shall keep proper records

ofthe accounts in a form approved by the Auditor General.

(if The books of account kept under sub-section
(4) (i) shall witlrin 3 months after the end ofeach financial year be

audited by the Auditor General or an auditor appointed by him.

(iD The financial yea shall be the same as the
financial year ofthe Government.
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(, (D The CounciJ shall, a:i soon as possible but not
later than 6 months after the end ofeach financial year, submit to the
Minist€r a report oflhe activities, operations, underrakings, properties
and financies ofthe National Computer Security Incidence Response

Coordination Center for that year, including the Auditor General's
Report.

Gi) The Minister shall within 30 days ofthe receipt
of the report referred to in sub-section (sxi) lay a copy before
Padiament

PART III€RITICALNATTONAL INFORMATION
INFRASTRUCTTJRE

?. (l) The Minister shall in consultation with the National
Cybersecurity Council recomrnend to the President who may by Order
published in the Cazette, designate certain computer systems,
computer dala or traffic data vital !o Sierra Leone or any combination
of those matters, a:r constituting Critical National lnformation
In&astructure.

(2) A Presidential Ordermade rmder subsection (l), shall
prescribe minimum standards, guidelines, rules or procedures
reasonably required in respect of-

(a) the protection or preservation of Critical
National ltrformation Infiastructure;

(b) the general managemed ofcritical National
Information lnfi astructure;

(c) the implementation of critical information
systems to ensure all systems are secured
by default and system and user activities are
logged to facilitate accurate and efiicient
information systems operations audits.

D.signation
Of Criri.al
National
lnforlnatioo
lnfrastructurc

(d) access to, transfer and control of data in
Critical National Information Infiastructurei
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(e) infrastructural or procedural rules and
requirements for securing the integrity and
authenticity ofdata or information contained
in any designated Critical National
Infomntion Infrastructur€;

O the storage or archiving of data ot
informatibn designated as Critical National
Information Infrastructure;

(g) recovery plans in the event ofdisaster. bre3ch
or loss of the Critical National Information
IntasEucture or any part of it; and

(h) any other matter required for the adequate
protection, management and control ofdata
and other resources in any Critical National
lnformation ln&astructure.

(i) raspect for and protection ofthe fundamental
Aeedoms, including the right to privacy.

E. A Presidential Order made under subsection ( I ) ofsection
7 may require the National Computer Security lncidence Response

Team established under section (2) to audit and inspect any Critical
National Information Infrastructure at atly time to ensure compliance
with the provisions ofthis Act.

PARI' IV - POWERS AND PROCEDLTRES

9. (l) Powers and procedures under this Act shall be
applicable to and may be exercised with respect to-

(a) criminal offences under this Act;

(b) criminal offences committed by means ofa
comput€r system, including mobile phones

atrd other electronic equipment under any

other law; and

Scope of

Procedures.

Audil and
Inspcction of
Critical
National
lnformation
Irfrastructure.
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(c) the collection ofevidence in elechonic form
of a criminal offence under this Act or arty
other law.

(2) In a trial of an offerce under any [aw, the fac.t that
evidence has been generated, transmitted or seized from or identified
in a search of a computer system, shall not of itself prevent thal
evidence from being presented, relied upon or admitted provided
that the cvidence has been properly obtained and preserved.

(3) The powers and procedures provided under this Part
are without prejudice to the operation of, or powers granted under
the Criminal ProcedureAct, when exercised lawflrlly by any other law
enforcement agency or service or any regulatory authorilv that by
itself does not investigate or prosecute an offence.

I 0. (l) Upon an application by an enforcement omcer or other
authoris€d person to a Judge ofthe High Court that there is reasonable
grounds to believe that ther€ may be in a specified computer system,
program, data, computer data storage medium material specirying the
basis ofthe beliefand the scope ofthe warrant requled \yhich-

(a) may be reasonably required as evidence in
proving a specifically identified offence in a
criminal investigation or criminal
proceedings;

@) has been acquired by a person as a result of
the commission ofan offence,

the Judge may issue a warrant which shall authorise the enforcement
officer or other authorised person, with such assistance as may be
necessary, to access, seize or secure a specified computer system,
program, dala or computer data storage medium.

@) A warrant issued under subsection (l) shall authorize
an enforcement omcer or other authorised person tG.

S€.ich rnd
Seiarre of
Stored
Computer
data.

I9
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(a) enter and search any premises or place if
within those premises or place-

(| an offence under this Act is being
committed; or

(! there is evidence ofthe commission of
an offence rmder this Act; or

(rii) there is an urgent need to prevent the
commission ofan o$ence under this Act

(b) search any person found on any premises or
place which such authorised officers who are

empowered to enter and search under
paragraph (a) of subsection l;

(c) stop, board and search where there is
evidence of the commission of an offence
under this Act;

(d) seize or secure a computer system or part of
it or a computer{ata storage medium;

(e) make and rehin a copy ofcomputer data;

(0 maintain the integrity of stored computer
data;

(g) render inaccessible or rernove computer data
in the accessed computer system;

(h) have access to, inspect and check the
operation ofa computer E6tem to \yhich the
warrant applies;

(, haye access io any information, obtained from
the encrypted data contained or available to

I

i
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a computersystem into an intelligible formal
for the purposes of the warranq

O require a person possessing knowledge
about the finctioning of a computer system
or measures applied to protect a computer
data therein, to provide the necessary
computer data or information, to enable an

enforcement officer or other authorised
person in conducting an activity authorised
under this section;

(k) have access to such reasonable technical
and other assistance as he may require for
the purposes of the warrant.

O require any person having charge of or
otherwise concemed with the operation of
any computer or electronic device in
connectioo with an offence under this Actto
produce such eomputer or electonic deyice.

(3) An application under subsection (l) shall provide
reasons explaining why it is believed that-

(a) the material sought will be found on the
premises to be searched; or

(b) the purpose of an investigation search may
be frustrated or seriously prejudiced unless

an investigating officer arriving at the
premises can secure immediale enfy to them,

(4) The court may issue a warant under subsection (2)
of this section where it is satisfied that-

(a) th€ warrant is sought to preveDt the
commission of an offence under this Act or
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to prevent the interference with inyestigadye
process under this Actl or

(b) the warrant is for the purpose ofinvestigating
cybercrime, cyber security breach, computer
related offences or obtaining eiectronic
evidence; or

(c) there are reasons for believing that the
person or material on the premises may be

relevant to the cyber crime or computer
related offences under investigation; or

(d) there are reasons to believe that the person
named in the warant is preparing to commit
an offence under this Act.

Provided that any such wanart is issued access shall be witlrout
prejudice to $e rights to privacy of persons and may be rescinded
upon an application by a person affected to a Judge of the High
Court.

(5) Where an enforcement officer or other authorised
person (s) authorised to search or access a specific computer system
or part of it has reasonable grounds to believe that the data sought
is stored in another cloud computer system and there is reasonable
grounds to believe that such data is accessible from or available to
the initialsystern, the enforcement o{ficer or other authorised person
may extend the search or accessing to such other system or systems.

(O Computer data seized under subsectio, (2) shall only
be lawfully used for the purpose for which itwas orig,nally obtained-

(7) An enforcement officer or other authorised person

(a) only seize a computer system under sub-
section (2) when it is-

shall-
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(D not practical to secure the computer
data: or

(ii) necessary to ens[e that data will not
be dcstroyed, altered or otherwise
interfered with;

O) exercise ressonable care while the computer
system or computer data storage medium is
retained.

(8) An enforcement olficer or other authorised person
who intentionally, recklessly or neglige tly misuses the powers
granted under this section commits an offence and is liable on
conviction to a fine not less than Le 1 0,000,000 and not more than Le
50,000,000 or to a term of imprisonment not less than I year and not
more than 5 years or to both such fine and imprisonment.

(9) .A person rvho willfully obslructs an enforcement
officer or other authorised person inthe lawful exercise ofthe powers
under this section commits an offence and is liable on bonviction to
a finenotless than Le5,000,000 andnot more than Le30,000,000 orto
a term of impriso.ment not less than 6 months and not more than 3

years or to both such fine ard imprisonment and in the case of a
corporation, partnership or association to a fine not less than Le
50,000,000 and not more than Le t 00,000,000.

(a) make a list of what has been seized or
rendered inaccessible, with the date and tirne
of seizure; and

11, (l) Where a computer system or data has been removed Record oland
or rendered inaccessible, following a search or seizure, the person 1"f... to

who made the search or seiztre shall. at the time of the .""."h o, s"i^o o"'
seizure or as soon as practicable after the search -

(b) give a copy ofthat list to -
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Q the occupier ofthe premises; or

(if the person in control of the conputer
system.

(2) Subject to subsection (3), an enforcement officer or
other aulhorised person shall, on request, permit a person-

(a) who has custody or control of a computer
system,

(b) who has right to data or information seized
under subsection (2) ofsection l0l or

(c) acting on behalf of a person under
subparagraph (a) or (b),

to access and copy computer data on the system orgive strch person

a copy of the computer data.

(3) An enforcement omcer or other authorised person

may refuse to give access or provide copies seized under subsection
(2) if he has reasonable grounds to believe that giving access or
providing copies would-

(a) constitute a criminal offence; or

(t) prejudice-

O an inYestigation; or

(i, any prosecution:-

(4) Notwithstanding sutrsection (3), a Judge ofthe High
Court may, upon sufficient and reasonable grormds, allow a person

under sub paragraph (a), (b) or (c) to access or copy computer data-
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(5) The National Computer Security lncidence Response

Team shall develop staudards, policies, procedures and guidelines

to be used in the implementation ofthis Act subject to the approval

ofthe National Cyber Secudty Advisory Council in respect o[:

(a) the warant request processl

O) the Focess of collecting and handling
evidence;

(c)

(o

G)

(0

chain of custody ofevidence collected;

processes related to device collection;

processes related to email collectioni

the storage and inventory of data or evidence
collected;

(g) the process of examining evidencb;

(h) the analysis ofdata and evidence collected; and

(i) evidencereporting.

12. (l) Where it is necessary or desirable for the purposes producrion

ofan investigation under this Act, a Judge ofthe High Court may Order.

upon an application by an enforcement officer or other authorised
person, order-

(a) a person in possession or control of
specified data stored in a computer system
oI a computer data storage medium; or

(b) a service provider in possession or control
of specihed subscriber information relating
to services offered -
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O in Sierra [€one; or

(D based outside Sien-d Leone but, offering
is services in Sierra [rone;

to submit information in his possession or control.

(2) A Judge of the High Cout may, by order, requirc a

person-

(a) to whom an order is made under subsection
(l),or

O) in control ofa computer system, to whom a

warant is issued under subsection (l) of
section l0;

to keep such order or \yarrant confidential

(3) A person who fails to comply with an order under
subsection (l) commits an offence and is liable on conviction to a
fine not less than Le 5,000,000 and not more than Le 30,000.000 orto
a term of imprisonment not less than 6 months and not more than 3

years or to both such fine and imprisonment and for a corporation
partnership or associationnot less than Le 100,000,000 and not more
$an Le250,000,000.

(4) An enforcement officer or other authorised person

who uses the powers granted under subsection (1) for a purpose

other than that stated in section 10 commits an offence and is liable
on conviction to a fine not less than Le 10,000,000 and not more than
Le 50,000,000 or to a term of imprisonment not less than I year and
not more than 5 years or to both such fine and imprisonment.

(5) An application under subsection (l) shall state the

reasons explaining why it is believed that-
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(a) a specified computer data sought is likely to
be available with a person mentioned in
subparagraph (a) or (b) ofsubsection ( 1);

(b) an investigation may be frustrated or
seriously prejudiced unless the specified
computer data or the subscriber information,
as the ca-se may be, is produced;

(c) the type of evidence suspected is likely to
be produced by a person mentioned in
subparagraph (a) or (b) ofsubsection (l);

(d) subscribers, users or unique identifiers who
ar€ the subject of an investigation or
prosecution, may be disclosed as a result of
the production of the specified computer
data;

(e) an identified offence is an offence in respect
ofwhich the order is sought;

(0 measures taken shall prepare and ensure that
the spec ified computer data ivi ll be ptoduced-

(i) whilst maintaining the privacy ofother
users, customers and third parties; and

(ii) without the disclosure of dats of any
party who is not part of the
investigation; and

G) measures taken shall prepare and ensure that
the produaion ofthe specified computer data
is carried out tkough technical means such
as mirroring or copying ofrelevant data and
not through physical custody of computer
systems or deYices.
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Expedited
Prctervation
end Partial
Disclosure of
Traftlc Data.

(O Notwithstanding the provision of sub-section (1)
above, a service provider or a person in possession or conffol of
relevant specified data shall have the right to apply to the Judge of
the High Cout to challenge the issuance ofaproduction order issued
under this section on the ground ofrelevance, privilege, capacity to
implement provisions of the order or otherwise protected from
disclosure by law, or non-satisfaction of the requirements in sub-
section (5) of this Section.

13, (l) An enforcement omcer or otler authorised person

may, \vhere he is satisfied that-

(a) a specified computer data stored in a

computer system or computer data storage
medium is reasonably required for the
purposes ofa criminal investigation: and

(b) there is a risk or vulnerability that the
computer data may be modified, lost,
destroyed or rendered inaccessible,

by u,ritten notice given to a person in possession or control of the
computer system or computer data storage medium, require that
person to undertake expeditious preservation ofthe conputer data.

Q) A notice under subsection (l) may require a person

in possession or conEol of the computer system or conlputer data

storage medium to disclose sufficient traffic data about the
communication to identify-

(a) the service providers; and

(b) the path though which the communication
was transmitted.

(3) The period of preservation of data required under
subsection (l ) shall be for a period not exceeding 30 days.
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(4) The period ofpreservation of data under subsection
(3 ) may be extended by a Judge ofthe High Court for a fifther specified
period oftime, on an application by an enforcement officer or other
authorised person, where such extension is reasonably required for
the purposes of-

(a) an investigation or prosecution:

(b) avoiding a risk or vulnerability that the
computer data may be modified, Iost,
deskoyed or rendered inaccessible; or

(c) averting overly burdensome cost of such
preservation on the person in control of the
computer system.

(5)
given shall-

A person to whom a notice under subsection (l) is

(a) be respcnsible to preserve the data for -

@ a period not exceeding 30 days as

specified in subsection (3); or

(ii) any extended period permitted by a

Judge of the High Court und€r
subsection (4).

(b) respond expeditiously to requests for
assistance, whether to fucilitate requests for
police assistance or mutual assistance
requests, and

(c) disclose {u soon as practicable, a sufficienl
amount ofthe nonrontent data to enable an

enforcement officer or other authorised
person to identiry any other telecomm-
unications providers involved in the
Eansmission of the communication.
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Real-Ti e

Collection of
rraffic Data.

14. (l) Where there are reasonable grounds to believe that
taffic data associated with specified communications is reasonably
required for the purposes ofa specific criminal investigation, a Judge
ofthe High Court may, on an application by an enforcement officer
or other authorised person, order a service provider rvith the capacitv
to monitor, coliect and record to-

(a) collecr or record traffic data in real-time;and

(b) provide specified taffic data to an

enforcement officer or other authorised
person.

(2) An Order for the real-time collection or recording of
tramc data under sub-section (l) shall not be for a period beyond
what is absolutely necessary and in any event for not more than 30
days.

(3) A period ofreal-time collection orrecording ofrailic
data under subsectioo (2) may be extended by a Judge of the High
Court for a further reasonable specihed period oftime the same to be

for an additional period of 30 days, on an application by an

enforcement officer or other authorised pcrson, where the extension
is reasonably required for the purposes of-

(a) an investigation ol prosecution;

(b) further real-tlme collection or recording of
tramc data necessary to achieve the purpose

for which the Order under sub-section (l)
was made;

(c) ensuring that the real-time collection or
recording oftramc data is caried out whilst
maintaining the privacy of other users,
customers and third parties and lvithout the
disclosure of information and data of any
party not part of the investigation;
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(d) preventing the investigation of being
frustrated or seriously prejudiced; and

(e) averting overly burdensome cost of such

extension on the person in tontrol of the

computer system.

(4) An application under subsection (l) shall state

reasons explaining why it is believed that-

(a) a traffic data sought will be available with
the person in contol ofthe computer system;

(b) atype oftrafiic data suspected will be found
on that computer system;

(c) the subject ofan investigation or prosecution

may be found on that computer system;

(d) an identified offence is an offence in respect
of which the order is sought;

(e) measures shall be taken to maintain the
privacy of other users, customers and third
parties; and

(f) there will be no disclosure of data of any
party not part ofthe invcstigation.

(5) A Judge ofthe High Court may also require a seruice
provider to keep confidential, an Order under subsection (l) and a
\ ?rrant issued under subsection ( I ) of section I 0 .

(6) A service provider who without reasonable excuse
fails to comply with an Order under subsection (l) commits an offence
and is liable on conviction to a fine not less than Le 100,000,000 and
not mor€ han L€ 5,000,000,000.


