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The Cyber Security and Crime Act, 2021. Short title.

Being an Act to provide for the effective, unified and
comprehensive legal, regulatory and institutional framework for the
prohibition, prevention, detection, prosecution and punishment of
cybercrimes; prevention of the abusive use of computer systems; to
provide for the establishment of structures to promote cybersecurity
and capacity building; to provide for the timely and effective collection
of electronic evidence for the purpose of investigation and prosecution
of cybercrime; to provide for the protection of Critical National
Information Infrastructure and the protection of computer systems
and networks, electronic communications, data and computer
programs, intellectual property and privacy rights to provide for
facilitation of international cooperation in dealing with cybercrime
matters and to provide for other related matters.

[ ] Date of com-
) mencement.
ENAcTED by the President and Members of Parliament in this

present Parliament assembled.
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PART [ - PRELIMINARY
Interpretation. 1. In this Act, unless the contrary intention appears -

"Attorney General” means The Attorney-General and

Minister of Justice established under the
Constitution;

"authorised person" means a member of the National

Cyber Security Coordination Center or a person
mandated by it, involv in the prohibition, prevention,
elemination or combating of Computer crimes and
Cyier Security threats.

"computer data" means any representation of facts,

information or concepts in a form suitable for
processing in a computer system, including a program
suitable to cause a computer system to perform a
function;

“computer data storage medium" means any device,

physical or virtual, containing or designed to
contain, or enabling or designed to enable storage
of data, whether available in a single or distribuied
form for use by a computer;

"computer system" means any physical or virtual

device, or any set of associated physical or virtual
devices; or a group of interconnected or related
devices, one or more of which, pursuant to a program,
performs automatic processing of data at least one
of which use electronic, magnetic, optical or other
technology, to perform logical, arithmetic storage and
data or which perform control functions on physical
or virtual devices including mobile devices and
reference to a computer system includes a reference
to part of a computer system;
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"crime against humanity" includes any of the following
acts committed as part of a widespread or systematic
attack directed against any civilian population, with
knowledge of the attack: murders, extermination,
enslavement, deportation or forcible transfer of
population, imprisonment, torture rape, sexual
slavery, enforced prostitution, forced pregnancy,
enforced sterilisation or any other form of sexual
violence of comparable gravity, persecution against
an identifiable group on political, racial, national,
ethnic, cultural, religious or gender grounds, enforced
disappearance of persons, the crime of apartheid,
other inhumane acts of similar character intentionally
causing great suffering or serious bodily or mental
injury;

"Critical National Information Infrastructure” means
computer systems that are necessary for the
continuous delivery of essential services that Sierra
Leone relies on, the loss or compromise of which
will lead to a debilitating impact on-

(a) the security, defence or international relations
of Sierra Leone;

(b) the existence or identity of a confidential
source of information relating to the
enforcement of the criminal law;

(c) the provision of services directly related to
communications, infrastructure, banking and
financial services, public utilities, public
transportation or public key infrastructure; or

(d) the protection of publié safety including
system related to essential emergency
services;
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"Cyberstalking" is when a person intentionally initiate
communications or a course of conduct directed ata
specific person or persons with the intent to coerce,
intimidate, harass, or cause emotional distress.;

"Cybersquatting"” means the acquisition of a domain
name over the internet in bad faith to profit, mislead,
destroy reputation, and deprive others from
registering the same, if such a domain is;

(i) Similar, identical, or confusingly similar
to an existing trademark registered with
the appropriate government agency at
the time of the domain name
registration;

(ii) Identical or in any way similar with the
name of a person other than the
registrant, in case of a personal name;
and

(iii) Acquired without right or with
intellectual property interests in it;

"data" means representations of information or of
concepts that are being prepared or have been
prepared in a form suitable for use in a computer;

"database” means digitally organized coliection of data
for one or more purposes which allows easy access,
management and update of data;

"device" means any object or equipment that has been
designed to do a particular job or whose mechanical
or electrical workings are controlled or monitored by
a microprocessor;

"electronic communication" means communications in
electronic format, instant messages, short message
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service (SMS), e-mail, video, voice mails, multimedia
message service (MMS), Fax, and pager;

"enforcement officer” means an officer in a law
enforcement agency trained in cyber security work
designated or authorised to carryout functions

" including for the purposes of Part IV of this Act;

"extradite" means the legal obligation of states under
public international law to handover persons who
commit international crimes to a foreign state for
indictment, prosecution or imprisonment.

"encrypted data" means data which has been
transformed from its plain text version to an
unintelligible format, regardiess of the technique
utilised for such transformation and irrespective of
the medium in which such data occurs or can be
found, for the purposes of protecting the content of
such data;

"false news" means incorrect deceptive information
or propaganda, misinformation or hoaxes deliberately
spread under the guise of being authentic news via
traditional print and broadcast news media or online
social media written and published with the intent to
mislead for gains;

"Financial Institution" means any individual, body,
association or group of persons, whether corporate
or unincorporated which carries on the business of
investment and securities, a discount house, finance
company and money brokerage whose principal
object includes factoring project financing
equipment leasing, debt administration, fund
management, private ledger services, investment
management, local purchase order financing, export
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finance, project consultancy, financial consultancy,
pension fund management, insurance institutions,
debt factorization and conversion firms, dealer,
clearing and settlement companies, legal
practitioners, hotels, casinos, bureau de change,
supermarkets and such other businesses as the
Central Bank or appropriate regulatory authorities
may, from time to time, designate;

"Financial Transaction" means a transaction which in

any way involves movement of funds by wire or
other electronic means; involving one or more
monetary instruments; or the transfer of title to any
real or personal property;

"function" means logic, control, arithmetic, deletion,
storage, retrieval and communication or
telecommunication to or from, or within a computer;

"genocide" means any of the following acts committed
with intent to destroy in whole or in part, a national,
ethnic, racial or religious group as such: killing
members of the group, deliberately inflicting on the
group conditions of life calculated to bring about its
physical destruction in whole or in part, imposing
measures intended to prevent births within the
group; forcibly transferring children of the group to
another group;

"identity theft" means the stealing of somebody else

personal identifying information and pretends to be
that person in order to commit fraud or to gain other
financial benefits such as making unauthorised
transactions or purchases.

"interference" means any impairment to the

confidentiality, integrity or availability ofa computer
system, or any program or data on a computer system,
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or any act in relation to a computer system which
impairs the operation of the computer system,
program, or data;

"law enforcement agencies” means any agency for
the time being responsible for implementation and
enforcement of the provisions of this Act;

"Minister" means the Minister responsible for
Information and Communications;

"modification" means in relation to a computer system,
program or data, the alteration or modification with
respect to the contents of a computer system by
the operation of a function of the computer system
or any other computer if ;

(a) aprogram or data held in the computer system
is altered or erased;

(b) aprogram or data is added to its contents; or

(c) an act occurs which impairs the normal
operation of a computer system,

and any act which contributes towards causing such
alteration or modification shall be deemed to have
caused it;

"password" means any data by which a computer
service or a computer system is capable of being

obtained or used;

"person” includes a natural person, a corporation,
company, partnership, firm, association or societies;

"Phishing" means the criminal and fraudulent process
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of acquiring or attempting to acquire sensitive
information such as usernames, passwords and credit
card details, by masquerading as an authentic entity
in an electronic communication through emails,
telephone or text message asking a user to change
his or her password or reveal his or her identity so
that such information can later be used to defraud
the user; _

"plain text" means original data before it has been
transformed into an unintelligible format.

"plain text version" means original data before it has
been transformed into an unintelligible format.

"pornography” means the representation in books,
magazines, photographs, films, and other, media,
telecommunication apparatus of scenes of sexual
behavior that are erotic or lewd and are designed to
arouse sexual interest;

"premises" means land, buildings, movable structures,
a physical or virtual space in which data is maintained,
managed, backed up remotely and made available to
users over a network, vehicles, vessels or aircraft;

"President” means the President of the Republic of
Sierra Leone as established by the Constitution.

"program or computer program" means computer data
representing instructions or statements that, when
executed in a computer system, caises the computer
system to perform a function;

"prosecute” means the legal obligation of states under
public international law to prosecute persons who
commit international crimes where no other state
has requested extradition;
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“"racist or xenophobic material" means any written or .
printed material, any image or any other
representation of ideas or theories, which advocates,
promotes or incites hatred, discrimination or violence
against any individual or group of individuals, based
on race, colour, descent or national or ethnic origin,
as well as religion if used as a pretext for any of
these factors.

"Requested State" means a state being requested to
provide legal assistance under the terms of this Act;

"Requesting State" means a state requesting for legal
assistance and may for the purposes of this Act
include an international entity to which Sierra Leone
is obligated;

“"service provider" means a public or private entity
that provides to users of its services the means to
communicate by use ofa computer system including
any other entity that processes or stores computer
data on behalf of that entity or its users;

"seize" with respect to a program or data be defined to
include:

(a) secure a computer system or part of it or a
device;

(b) make and retain a digital image or secure a
copy of any program or data, including using
an on-site equipment;

(c) render the computer system inaccessible;

(d) remove data in the accessed computer system;
or

(e) obtain output of data from a computer system;
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"Sexually explicit conduct” includes at least the
following real or simulated acts done with intent to
exploita child-

(a) sexual intercourse, including genital-genital,
oral-genital, anai-genital or oral-anal,
involving a child, or between an adult and a
child, of the same or opposite sex;

(b) bestiality;
(¢) masturbation;

(d) sadistic or masochistic abuse in a sexual
context; or

(e) lascivious exhibition of the genitals or the pubic
area of a child. It is not relevant whether the
conduct depicted is real or simulated;

"Spamming” means deliberate abuse of electronic
messaging systems to indiscriminately send
unsolicited bulk messages to individuals and
corporate organizations;

"subscriber information" means any information
contained in the form of data or any form that is held
by a service provider, relating to subscribers of its
services, other than traffic data or content data, by

_which can be establiished-
—
(a) the type of communication service used, the
technical provisions taken thereto and the
period of service;

(b) the subscriber's identity, postal, geographic,
electronic mail address, telephone and other



No. 7 The Cyber Security and Crime Act 2021

access number, billing and payment
information available on the basis of a service
agreement or arrangement; or

{c) any other information on the site of an
installation of communication equipment
available on the basis of a service agreement
or arrangement;

"traffic data" means computer data relating to a
communication by means of a computer system,
generated by a computer system that formed a part
in the chain of communication, indicating the
communication's origin, destination, route, time,
date, size, duration or the type of underlying service;

"unauthorised" means access of any kind, to a
computer system, program or data, by a person who-

(a) isnotentitled to access that computer system,
program or data; and

(b) does not have or exceeds the level of
authorisation consented to by the person
entitied to grant such consent, for the
particular kind or type of access with respect
to that computer system, program or data:

Provided that any act or access in exercise of powers
under this Act shall not be deemed to be
unauthorised.
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PART IIADMINISTRATION AND COORDINATION

E;ta'?lishment 2. (1) There is established a National Computer Security
oNalti:na] Incidence Response Coordination Centre responsible for managing

Computer cyber security incindences in Sierra Leone, headed by the National
_ISec}:i:ity Cyber Security Coordinator, who subject to the approval of Parliament
feidence  shall be appointed by the President on the recommendation of the

Response "
Coordination Minister
Centre
(2) The National Cybersecurity Coordinator shall hold
office for a term of (5) years and is eligible for reappointment for
another term of (5) years only.
(3) A person shall not be appointed National Cyber
Security Coordinator unless that person has relavant knowledge,
qualification and expertise in either Computer Science, Information
Technology, Cyber Security or Information Security and related
matters of at least (10) years and is a person of proven integrity.
(4) The National Cybersecurity Coordinator shall cease
to hold office on any of the following grounds:

(a) for his or her inability to perform the
functions of the office by reason of infirmity
of mind or body;

(b) for proven misconduct;

(c) if he becomes bankrupt or insolvent;

(d) if he is convicted and sentenced for an
offence involving fraud or dishonesty;

(e) if he resigns his office by written notice to
the minister; or

(f) atthe expiration of his term of office.

Functions and 3. The National Computer Security Incidence Response

g‘;‘:f;: of the Coordination Center shall be responsible for cyber security issues
under this Act including:

")
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(a)

(®

©

d

O]

®

provision of support to computer systems
and networks in preventing and combating
cybercrime in Sierra Leone;

formulation and implementation of national
cyber security policy and cyber security
strategy;

overseeing of the management of computer
forensic laboratories;

provision of support to the Judiciary and
other law enforcement agencies in the
discharge of their functions in relation to
cybercrime in Sierra Leone;

promotion of Sierra Leone's involvement in
international cyber security cooperation; and

doing such other acts or things that are
necessary for the effective performance of
the functions of the relevant security and
enforcement agencies under this Act.

4. (1)\ There is established, a National Cybersecurity
Advisory Council comprising the Vice President as Chairman and
the following other members-

(@)
(®)
©

(d

&

the Minister of Finance;
the Attorney-General and Minister of Justice;
the Minister of Internal Affairs;

the Minister of Foreign Affairs and
International Cooperation;

the National Security Coordinator, Office of
National Security;

Establishment
of the
National
Cybersecurity
Advisory
Council.
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®

€3

(h)
@®

)
)

(m)

@)

the Director-General, Central Intelligence and
Security Unit;

the Chief of Defence Staff, Republic of Sierra
Leone Armed Forces;

the Inspector-General, Sierra Leone Police;

the Director-General, National Telecomm-
unications Commission;

the Governor, Bank of Sierra Leone;

the National Cyber Security Coordinator as
Secretary

the Director General Financial Intelligence
Unit

the Minister of Information and
Communications.

a barrister and solicitor of over 15 years post
enrolment at the bar nominated by the Sierra
Leone Bar Association, appointed by the
President.

(2) A member ofthe Council shall cease to hold office if-

(2)

®)

he ceases to hold the office on the basis of
which he became a member ofthe Council; or

the member listed in paragraph (n) of clause
4 (1) shall cease to hold office only for stated
misconduct or infirmity of body or mind for a
term of 3 years which said term may where
the President deems fit be renewed for a
further term of 3 years without any further
renewal.



No. 7 The Cyber Security and Crime Act 2021

15

(3) The meeting of the Council shall be presided over by
the Vice President and the Council shall meet, at least, 4 times a year.

5. (1) The Council shall-

(@)

(b)

(©

(CY)

provide strategic leadership, oversight and
guidance on implementation and develo-
pment of national cyber security legal
framework in Sierra Leone in order to ensure
that-

(i) Sierra Leone's cybercrime policies and
laws are in conformity with regional and
international standards;

(i) there is maintenance of international
cooperation required for preventing and
combating cybercrimes and promoting
cybersecurity; and

(iii) effective prosecution of cybercrimes
and cyber security matters.

make recommendation to Government on
issues relating to the prevention and
combating of cybercrime and the promotion
of cyber security in Sierra Leone;

provide general policy guidelines for the
implementation of this Act; and

promote the development of educational
programs and research in cyber security
defences, techniques and processes.

(2) The Council shall have power to regulate its
proceedings and make standing orders with respect to the holding of
its meetings, notices to be given, the keeping of minutes of its
proceedings and such others matters as Council may from time to

time determine.

>

Functions and
Powers of the
Council.
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Establishment
‘of National
Cybersecurity
Fund.

6. (1) There is established a fund which shall be known as
the National Cyber Security Fund.

(2) There shall be paid and credited into the Fund
established under subsection (1) and domiciled in the Central Bank
of Sierra Leone -

(a) grants-in-aid and assistance from donor,
bilateral and multilateral agencies;

(b) all other sums accruing to the Fund by way
of gifts, endowments, bequests or other
voluntary contributions by persons and
organisations:

Provided that the terms and conditions attached to such gifts,
endowments, bequests or contributions will not jeopardize the
functions of the Council; and

(c) allocation from the consolidated fund;

(d) all other monies or assets that may, from time
to time accrue to the Fund.

(3) An amount not exceeding 30 percent of the Fund
may be allocated for programs relating to public education and
awareness raising on cyber security issues.

(4) (i) The office of the National Computer Security
Incidence Response Coordination Centre shall keep proper records
of the accounts in a form approved by the Auditor General.

(i) The books of account kept under sub-section
(4) (i) shall within 3 months after the end of each financial year be
audited by the Auditor General or an auditor appointed by him.

(iii) The financial year shall be the same as the
financial year of the Government.
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(5) (i) The Council shall, as soon as possible but not
later than 6 months after the end of each financial year, submit to the
Minister a report of the activities, operations, undertakings, properties
and financies of the National Computer Security Incidence Response
Coordination Center for that year, including the Auditor General’s
Report.

(ii) The Minister shall within 30 days of the receipt
of the report referred to in sub-section (5)(i) lay a copy before
Parliament.

PART II-CRITICALNATIONAL INFORMATION
INFRASTRUCTURE

7. (1) The Minister shall in consultation with the National
Cybersecurity Council recommend to the President who may by Order
published in the Gazette, designate certain computer systems,
computer data or traffic data vital to Sierra Leone or any combination
of those matters, as constituting Critical National Information
Infrastructure.

(2) A Presidential Order made under subsection (1), shall
prescribe minimum standards, guidelines, rules or procedures
reasonably required in respect of-

(a) the protection or preservation of Critical
National Information Infrastructure;

(b) the general management of Critical National
Information Infrastructure;

Designation
Of Critical
National
Information
Infrastructure.

(c) the implementation of critical information .

systems to ensure all systems are secured
by default and system and user activities are
logged to facilitate accurate and efficient
information systems operations audits.

(d) access to, transfer and control of data in
Critical National Information Infrastructure;
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(e) infrastructural or procedural rules and
requirements for securing the integrity and
authenticity of data or information contained
in any designated Critical National
Information Infrastructure;

() the storage or archiving of data or
information designated as Critical National
Information Infrastructure;

(g) recovery plans in the event of disaster, breach
or loss of the Critical National Information
Infrastructure or any part of it; and

(h) any other matter required for the adequate
protection, management and control of data
and other resources in any Critical National
Information Infrastructure.

() respect for and protection of the fundamental
freedoms, including the right to privacy.

.lAudi! and : 8. A Presidential Order made under subsection (1) of section
C“;Ei‘;mn = 7 may requi{'e the National (;omputer Segurity llncidence Resp.o.nse
National Team established under section (2) to audit and inspect any Critical

}ﬂ}’oma“o" National Information Infrastructure at any time to ensure compliance
nirestructure. ith the provisions of this Act.

PART IV - POWERS AND PROCEDURES

Scope of 9. (1) Powers and procedures under this Act shall be
ifo“;’:uar:: applicable to and may be exercised with respect to-

(a) criminal offences under this Act;

(b) criminal offences committed by means of a
computer system, including mobile phones
and other electronic equipment, under any
other law; and
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(c) the collection of evidence in electronic form
of a criminal offence under this Act or any
other law.

(2) In a trial of an offence under any law, the fact that
evidence has been generated, transmitted or seized from or identified
in a search of a computer system, shall not of itself prevent that
evidence from being presented, relied upon or admitted provided
that the evidence has been properly obtained and preserved.

(3) The powers and procedures provided under this Part
are without prejudice to the operation of, or powers granted under
the Criminal Procedure Act, when exercised lawfully by any other law
enforcement agency or service or any regulatory authority that by
itself does not investigate or prosecute an offence.

10. (1) Upon anapplication by an enforcement officer or other Search and
authorised person to a Judge of the High Court that there is reasonable Seizure of
grounds to believe that there may be in a specified computer system, g‘:;fg i
program, data, computer data storage medium material specifying the data.

basis of the belief and the scope of the warrant required which-

(a) may be reasonably required as evidence in
proving a specifically identified offence in a
criminal investigation or criminal
proceedings;

(b) has been acquired by a person as a result of
the commission of an offence,

the Judge may issue a warrant which shall authorise the enforcement
officer or other authorised person, with such assistance as may be
necessary, to access, seize or secure a specified computer system,
program, data or computer data storage medium.

(2) A warrant issued under subsection (1) shall authorize
an enforcement officer or other authorised person to-



Neo. 7

The Cyber Security and Crime Act 2021

(@

(®)

©

@

©
®

@

(h)

®

enter and search any premises or place if
within those premises or place-

() an offence under this Act is being
committed; or

(i) there is evidence of the commission of
an offence under this Act; or

- (iii) there is an urgent need to prevent the

commission of an offence under this Act

search any person found on any premises or
place which such authorised officers who are
empowered to enter and search under
paragraph (a) of subsection 1;

stop, board and search where there is
evidence of the commission of an offence
under this Act;

seize or secure a computer system or part of
it or a computer-data storage medium;

make and retain a copy of computer data;

maintain the integrity of stored computer
data;

render inaccessible or remove computer data
in the accessed computer system;

have access to, inspect and check the
operation of a computer system to which the
warrant applies;

have access to any information, obtained from
the encrypted data contained or available to
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0]

)

®

a computer system into an intelligible format
for the purposes of the warrant;

require a person possessing knowledge
about the functioning of a computer system
or measures applied to protect a computer
data therein, to provide the necessary
computer data or information, to enable an
enforcement officer or other authorised
person in conducting an activity authorised
under this section;

have access to such reasonable technical
and other assistance as he may require for
the purposes of the warrant.

require any person having charge of or
otherwise concerned with the operation of
any computer or electronic device in
connection with an offence under this Act to
produce such computer or electronic device.

(3) An application under subsection (1) shall provide
reasons explaining why it is believed that-

(@)

(b)

the material sought will be found on the
premises to be searched; or

the purpose of an investigation search may
be frustrated or seriously prejudiced unless
an investigating officer arriving at the
premises can secure immediate entry to them.

(4) The court may issue a warrant under subsection (2)
of this section where it is satisfied that-

@

the warrant is sought to prévent the
commission of an offence under this Act or
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to prevent the interference with investigative
process under this Act; or

(b) the warrant is for the purpose of investigating
cybercrime, cyber security breach, computer
related offences or obtaining electronic
evidence; or

() there are reasons for believing that the
person or material on the premises may be
relevant to the cyber crime or computer
related offences under investigation; or

(d)  there are reasons to believe that the person
named in the warrant is preparing to commit
an offence under this Act.

Provided that any such warrant is issued access shall be without
prejudice to the rights to privacy of persons and may be rescinded
upon an application by a person affected to a Judge of the High
Court.

(5) Where an enforcement officer or other authorised
person (s) authorised to search or access a specific computer system
or part of it has reasonable grounds to believe that the data sought
is stored in another cloud computer system and there is reasonable
grounds to believe that such data is accessible from or available to
the initial system, the enforcement officer or other authorised person
may extend the search or accessing to such other system or systems.

(6) Computer data seized under subsection (2) shall only
be lawfully used for the purpose for which it was originally obtained.

(7 An enforcement officer or other authorised person
shall-

(a) only seize a computer system under sub-
section (2) when it is-
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(i) not practical to secure the computer
data; or

(ii) necessary to ensure that data will not
be destroyed, altered or otherwise
interfered with;

(b) exercise reasonable care while the computer
system or computer data storage medium is
retained.

(8) An enforcement officer or other authorised person
who intentionally, recklessly or negligently misuses the powers
granted under this section commits an offence and is liable on
conviction to a fine not less than Le 10,000,000 and not more than Le
50,000,000 or to a term of imprisonment not less than 1 year and not
more than 5 years or to both such fine and imprisonment.

(9) A person who willfully obstructs an enforcement
officer or other authorised person in the lawful exercise of the powers
under this section commits an offence and is liable on conviction to
a fine not less than Le5,000,000 and not more than Le30,000,000 or to
a term of imprisonment not less than 6 months and not more than 3
years or to both such fine and imprisonment and in the case of a
corporation, partnership or association to a fine not less than Le
50,000,000 and not more than Le100,000,000.

11. (1) Where a computer system or data has been removed
or rendered inaccessible, following a search or seizure, the person
who made the search or seizure shall, at the time of the search or
seizure or as soon as practicable after the search -

(a) make a list of what has been seized or
rendered inaccessible, with the date and time

of seizure; and

(b) give a copy of that list to -

Record of and
Access (0
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() the occupier of the premises; or

(i) the person in control of the computer
system.

i (2) Subject to subsection (3), an enforcement officer or
other authorised person shall, on request, permit a person-

(a) who has custody or control of a computer
system,

(b) who has right to data or information seized
under subsection (2) of section 10; or

(c) acting on behalf of a person under
subparagraph (a) or (b),

to access and copy computer data on the system or give such person
a copy of the computer data.

(3) An enforcement officer or other authorised person
may refuse to give access or provide copies seized under subsection
(2) if he has reasonable grounds to believe that giving access or
providing copies would-

(a) constitute a criminal offence; or
(b) prejudice-
(D) an investigation; or
(i) any prosecution:—~
(4) Notwithstanding subsection (3), a Judge of the High

Court may, upon sufficient and reasonable grounds, allow a person
under sub paragraph (a), (b) or (c) to access or copy computer data.
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(5) The National Computer Security Incidence Response
Team shall develop standards, policies, procedures and guidelines
to be used in the impiementation of this Act subject to the approval
of the National Cyber Security Advisory Council in respect of:

(a)
(b)

©
(d
©
®

(2)
(h)
@

the warrant request process;

the process of collecting and handling
evidence;

chain of custody of evidence collected;
processes related to device collection;
processes related to email collection;

the storage and inventory of data or evidence
collected;

the process of examining evidence;

the analysis of data and evidence collected; and

evidence reporting.

12. (1) Where it is necessary or desirable for the purposes production
of an investigation under this Act, a Judge of the High Court may Order.
upon an application by an enforcement officer or other authorised

person, order-

(a) a person in possession or control of
specified data stored in a computer system
or a computer data storage medium; or

(b) a service provider in possession or control
of specified subscriber information relating
to services offered -
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(1) in Sierra Leone; or

(ii) based outside Sierra Leone but, offering
its services in Sierra Leone;

to submit information in his possession or control.

(2) A Judge of the High Court may, by order, require a
person-

(a) to whom an order is made under subsection
(1),0r

(b) in control of a computer system, to whom a
warrant is issued under subsection (1) of
section 10;

to keep such order or warrant confidential.

(3) A person who fails to comply with an order under
subsection (1) commits an offence and is liable on conviction to a
fine not less than Le 5,000,000 and not more than Le 30,000,000 or to
a term of imprisonment not less than 6 months and not more than 3
years or to both such fine and imprisonment and for a corporation
partnership or association not less than Le 100, 000,000 and not more
than Le250, 000,000.

{4) An enforcement officer or other authorised person
who uses the powers granted under subsection (1) for a purpose
other than that stated in section 10 commits an offence and is liable
on conviction to a fine not less than Le 10,000,000 and not more than
Le 50,000,000 or to a term of imprisonment not less than 1 year and
not more than 3 years or to both such fine and imprisonment.

(5) An application under subsection (1) shall state the
reasons explaining why it is believed that-
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(@)

(b)

(©)

(d)

(e)

®

()

a specified computer data sought is likely to
be available with a person mentioned in
subparagraph (a) or (b) of subsection (1);

an investigation may be frustrated or
seriously prejudiced unless the specified
computer data or the subscriber information,
as the case may be, is produced;

the type of evidence suspected is likely to
be produced by a person mentioned in
subparagraph (a) or (b) of subsection (1);

subscribers, users or unique identifiers who
are the subject of an investigation or
prosecution, may be disclosed as a result of
the production of the specified computer
data;

an identified offence is an offence in respect
of which the order is sought;

measures taken shall prepare and ensure that
the specified computer data will be produced-

(i) whilst maintaining the privacy of other
users, customers and third parties; and

(ii) without the disclosure of data of any
party who is not part of the
investigation; and

measures taken shall prepare and ensure that
the production of the specified computer data
is carried out through technical means such
as mirroring or copying of relevant data and
not through physical custody of computer
systems or devices.
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Expedited
Preservation
and Partial
Disclosure of
Traffic Data.

(6) Notwithstanding the provision of sub-section (1)
above, a service provider or a person in possession or control of
relevant specified data shall have the right to apply to the Judge of
the High Court to challenge the issuance of a production order issued
under this section on the ground of relevance, privilege, capacity to
implement provisions of the order or otherwise protected from
disclosure by law, or non-satisfaction of the requirements in sub-
section (5) of this Section.

13. (1) An enforcement officer or other authorised person
may, where he is satisfied that-

(a) a specified computer data stored in a
computer system or computer data storage
medium is reasonably required for the
purposes of a criminal investigation; and

(b) there is a risk or vulnerability that the
computer data may be modified, lost,
destroyed or rendered inaccessible,

by written notice given to a person in possession or control of the
computer system or computer data storage medium, require that
person to undertake expeditious preservation of the computer data.

(2) A notice under subsection (1) may require a person
in possession or control of the computer system or computer data
storage medium to disclose sufficient traffic data about the
communication to identify-

(a) the service providers; and

(b) the path through which the communication
was transmitted.

(3) The period of preservation of data required under
subsection (1) shall be for a period not exceeding 30 days.
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(4) The period of preservation of data under subsection
(3) may be extended by a Judge of the High Court for a further specified
period of time, on an application by an enforcement officer or other
authorised person, where such extension is reasonably required for

the purposes of-
(@)
(®)

©

an investigation or prosecution;

avoiding a risk or vulnerability that the
computer data may be modified, lost,
destroyed or rendered inaccessible; or

averting overly burdensome cost of such
preservation on the person in control of the
computer system.

(5) A person to whom a notice under subsection (1) is

given shall-

@

®)

©

be respensible to preserve the data for -

() a period not exceeding 30 days as
specified in subsection (3); or

(i) any extended period permitted by a
Judge of the High Court under
subsection (4).

respond expeditiously to requests for
assistance, whether to facilitate requests for
police assistance or mutual assistance
requests, and

disclose as soon as practicable, a sufficient
amount of the non-content data to enable an
enforcement officer or other authorised
person to identify any other telecomm-
unications providers involved in the
transmission of the communication.
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Real-Time
Collection of
traffic Data.

14. (1) Where there are reasonable grounds to believe that
traffic data associated with specified communications is reasonably
required for the purposes of a specific criminal investigation, a Judge
of the High Court may, on an application by an enforcement officer
or other authorised person, order a service provider with the capacity
to monitor, collect and record to-

(a) collectorrecord traffic data in real-time; and

(b) provide specified traffic data to an
enforcement officer or other authorised
person.

(2) An Order for the real-time collection or recording of
traffic data under sub-section (1) shall not be for a period beyond
what is absolutely necessary and in any event for not more than 30
days.

(3) A period of real-time collection or recording of traffic
data under subsection (2) may be extended by a Judge of the High
Court for a further reasonable specified period of time the same to be
for an additional period of 30 days, on an application by an
enforcement officer or other authorised person, where the extension
is reasonably required for the purposes of-

(a) an investigation or prosecution;

(b) further real-time collection or recording of
traffic data necessary to achieve the purpose
for which the Order under sub-section (1)
was made;

(c) ensuring that the real-time collection or
recording of traffic data is carried out whilst
maintaining the privacy of other users,
customers and third parties and without the
disclosure of information and data of any
party not part of the investigation;
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3l

@

©

preventing the investigation of being
frustrated or seriously prejudiced; and

averting overly burdensome cost of such
extension on the person in control of the
computer system.

(4) An application under subsection (1) shall state
reasons explaining why it is believed that-

(@)

(®)

(c)

(d)

(e)

®

a traffic data sought will be available with
the person in control of the computer system;

atype of traffic data suspected will be found

.on that computer system;

the subject of an investigation or prosecution
may be found on that computer system;

an identified offence is an offence in respect
of which the order is sought;

measures shall be taken to maintain the
privacy of other users, customers and third
parties; and

there will be no disclosure of data of any
party not part of the investigation.

(5) A Judge of the High Court may also require a service
provider to keep confidential, an Order under subsection (1) and a
warrant issued under subsection (1) of section 10.

(6) A service provider who without reasonable excuse
fails to comply with an Order under subsection (1) commits an offence
and is liable on conviction to a fine not less than Le 100,000,000 and
not more than Le 5,000,000,000.



